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Crime Alert

(Project Vanguard)

{Police Appeal)

February 2020

Beware of Phishing Website offering to sell surgical masks

Recently, police observed that there are fraudsters impersonating other companies,
created phishing websites and offer to sell surgical masks. Buyers foot the bill but fail to
get any ordered items afterwards, and the fraudsters went out of reach. One of the cases

involved losses in excess of HK $ 2 million.

Police advice

Stay alert and take heed of the followings prior to online transactions:

» Ascertain the credibility of other parties and verify their identity before conducting any
transactions. It is recommended to proactively check with relevant institutions /
companies;

» Do not follow URL links from un-trusted sources such as spam emails to avoid being

re-directed to malicious websites by malicious links looking seemingly legitimate;

Y

Abort the transaction if there is any doubt about the identity of the parties involved;

Y

Take note of the coverage of legal protection and the risks involved in different
jurisdictions if transactions are conducted with parties overseas; and

» If in doubt, please call the Anti-scam Helpline 18222 immediately.

TST Division Hotline 6148 1111 YMT Division Hotline 6148 1031
KC Division Hotline 6148 1527 HH Division Hotline 6148 0912

SSPO Division Hotline 6336 3353 CSW Division Hotline 6332 4838
MK District Hotline 6148 1205

Emergency Call 999
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Avoiding Sexual Assault

(Advice for Teenagers)
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Don't Trust people in the Cyber World
Be Vigilant when meeting New Friends
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How to Avoid Internet Sexual Assault?
Do Not:

@ Disclose personal information and
photos, etc.;

e Respond to indecent chats;

® Meet net friends alone;

@ Browse parnographic websites;

o Make your personal blog open to public.

You Should :
e Set up Internet privacy control;
® Block messages from strangers;

@ Be aware of personal safety. You may ask

your family members or friends to accompany

you when you go to interview or work;

® Remember not to accept inappropriate
requests in order to avoid unbearable
consequences.

Q&A:
Q1: My net friend dates me, should | accept it?

A1: Do you really want to meet him? Actually,
net friends should be met via the Internet
only. If you have to meet net friends in
person, you should not meet them alone.
You should meet them in public areas with
friends you trusted.

EWMEE AT 999 www.police.gov.hk

Q2: | just want to meet my net friend, is it
dangerous?

A2: It's very dangerous! We have read from
the news that some victims were
assaulted or even raped on these
occasions. If you have any queries, you
should ask your family members, teach-
ers or social workers for advice, don't
make  judgements by  yourself.

Don’t be a Silent Victim
Report Sexual Assault

¥ Call 999
¥ Tung Wah Group of Hospitals CEASE Crisis Hotline: 18281
¥ Social Welfare Department: 2343 2255

Useful Websites:

¥ Education Bureau
http:/finternetsafety.edb.hkedcity.net

¥ Hong Kong Federation of Youth Groups
http:/icybersafety.u21.hkfindex.php

FrSocial Welfare Department

http://www.swd.gov.hk

¥ Tung Wah Group of Hospitals CEASE Crisis Centre
http://ceasecrisis.tungwahcsd.org

Call 999 to report crime
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Call 999 to report crime



~
W B OE ¥ OB OB ERETEARASE
y Hong Kong Police Force Fight Crime Committee

YARD#E - RR 2

. o~y o JUMREBAER
WML ELARL BEMARER . WEDBRNRENES
- RERZENRE - NEDSRE

* QYEERES KA
* I RRFREAREDIFAE \
s ORRHEBEATHBREBESH l '\

* £ 5018 P A G HLATER S
LRBERMA

« FRBBURR - RA - BRE
o SREIE CRBHIAKNR
- OB EREENRR

o ML (55 &

- SR (BRE] & [B#] F
RZITR

! WA
ol A * EEWHR www.police.gov.hk
g ¥ BHL2# www.infosec.gov.hk

e i

FAlEFEE N Crime Prevention Bureau BEEER FHE 999 www.police.gov.hk Call 999 to report crime




g £ ¥ B B MENETE2EAN

Hong Kong Peolice Force Fight Crime Committee

A LHMIT

CE2 o R
PRETELPR REREFATE o) [

O EEEEREET
RRRGETRI

HEEEETIE
EEBRIGTEND TS RECIEES
HEERBIER SRS

O SRST

3 . iE =N RIT B
¥ B

P it S i R EAEL T SIS <ot R A
TREETNBAHOER 1T

X OACEER o X AR
(S RIS MR

WAL
* SBWER www.police.gov.hk
#* BRZ2M www.infosec.gov.hk

Bt SEEH Crime Prevention Bureau BEER FHE 999 www.police.gov.hk Call 999 to report crime



